
Debacle of The Maginot Line：

Going Deeper into Schneider Modicon PAC Security

Gao Jian

NSFOCUS,GEWU Lab



Who am I ?
l Gao Jian(@ic3sw0rd)

l ICS security researcher at NSFCOUS

l Focused on PLC and SCADA vulnerability exploitation & security enhancement

l Acknowledged by Siemens, Schneider, Codesys, Wellintech and etc. 

l Speaker at  China kanxue SDC2020、HITB AMS 2021、ICS Cyber Security 2021、HITB 

SIN 2021

l Contact> ic3blac4@protonmail.com

mailto:ic3blac4@protonmail.com


About GEWU Lab

l Focus on security research in the areas  of  ICS、Internet of Things, and Internet of 

Vehicles

l GeekPwn 2018 awardees 2nd  winner award at Robot Agent Challenge

l Report 50+ ICS vulnerabilities to vendors such as Siemens、Schneider、ABB、

Wellintech and KUKA etc. in 2020

l Win medals on Flare-On Challenge  2017/2018/2019/2020/2021



Agenda

l Introduction

l UMAS security analyzing 

l How to FUZZ UMAS

l Bypass Modicon PAC Security mechanism

l Novel attack demonstrations

l How to protect Modicon PAC 



About Modicon PAC

lModicon is the first name in programmable 
logic controllers (PLCs). 

lModicon offers a full line of innovative PLCs 
and PACs 

lSchneider offer industrial process automation 
controllers-Modicon PACs（M580, M340, 
MC80,etc）



Scenarios and Network
lePAC concept>Top-to-bottom standard Ethernet 

network & Open architecture with direct Ethernet 
connection on backplane



Architecture & Functions

lModicon M580 combines Unity PAC’s existing features 
with innovative technologies to deliver Schneider Electric’s 
complete Ethernet-based PAC

lBased on high-speed dual-core processor (ARM)
lHigh-speed communication, application, and execution
lOpen to third party devices supporting Modbus TCP 、

Ethernet IP、HTTP、FTP ……

CPU

ROM RAM

VxWorks

Firmware

Control Logic Program
Station.apx



Enhanced cyber security
Cybersecure-ready 

• Cyber-security certified (Achilles Level 2) 

• Encrypted password access 

• Strict supervision of firmware and software integrity 

• Easy to configure via the Control Expert  platform 

• Audit trail of login 

• Hardened access control



Attack surface of PAC

Private 
protocol

TCP/IP 
stack

FTP

Web Ethernet/IP
Modbus TCP……

l Protocols supported by PAC, including private protocol、web、FTP etc.
l TCP/IP stack and OS(VxWorks)
l Physical access ,such as USB ports etc.



What we focus on
lWeak private protocols are often the best way to 

breaking and damaging critical infrastructure.

p Private protocol ports cannot be closed

l We can perform various sensitive operations（execute 
upload program, download program, Run, Stop and etc.）after 
breaking the protection mechanism.

p We have also conducted research on this topic in the Siemens SIMATIC

https://conference.hitb.org/hitbsecconf2021ams/sessions/commsec-breaking-
siemens-simatic-s7-plc-protection-mechanism/

https://conference.hitb.org/hitbsecconf2021ams/sessions/commsec-breaking-siemens-simatic-s7-plc-protection-mechanism/


Research setup

lConfigurator: EcoStruxure Control Expert 15.0 SP1

lFirmware:BMEP581020_FW_SV03.20.ldx (V3.20)

lPLC Hardware: eP581020

switch



What is UMAS ？

lUMAS(Unified Messaging Application 
Services)

lUMAS protocol is used to configure and 
monitor the Schneider-Electric PLCs.

lUMAS is based on the well-known 
Modbus protocol and use one of the 
reserved Function Code-0x5A.



UMAS message format

Transaction ID Protocol ID Length Unit ID Function Code Data
2Bytes 2Bytes2Bytes 1Bytes 1Bytes N Bytes

UMAS

Modbus TCP

UMAS Request
1Bytes 1Bytes 1Bytes

0X5A Session key Function code Data(ID/offset/length/……) 

N Bytes

UMAS Response 0X5A

1Bytes

Session key

1Bytes

Error code

1Bytes

Data 

N Bytes



UMAS function code
client server

0x10 reservation

Response: fe + seesion key

0x29 request with session key

Response

1 byte session key



How to analyze UMAS traffic

UMAS  request UMAS  response

lWrite Plugin for parsing 
UMAS protocol in LUA

lImport it to Wireshark 
and use directly

lGet UMAS data in the 
traffic



How to FUZZ UMAS Protocol

lUse two methods for fuzz(Generation-
based & Mutation-based)

lSave traffic info during fuzzing process

lWhen fatal error occurs, reboot the PAC 
through power control unit, and continue 
the fuzz process

Power 
control unit

mutate

Management Unit

monitorCrash log

Communication Unit



Select FUZZ samples

No sessionkey 
required

Requires 
sessionkey

lDivide Fuzz samples based on whether a session key is required
lClassified function codes enable us to use different fuzz modes



Generation-based Fuzz——boofuzz

lConstruct UMAS packet and set parameters 
of the semantic field

lSet session info, including the generation of 
session key

lSet target parameters: IP、port、timeout、
protocol type

lAdd target to the program with monitor and 
power control modules



UMAS FUZZ demo——boofuzz

A demo for a successful DOS Vulnerability using the FUZZ tool under just 103 s



Mutation-based Fuzz——mutiny fuzz

lThe Mutiny Fuzzing is a network fuzzer that operates 
by replaying network traffic through a mutational 
fuzzer.

lThe goal is to begin network fuzzing as quickly as 
possible.

lUMAS functional code that does not require a 
sessionkey can use the mutiny fuzz framework to 
quickly build fuzzing  programs



Mutation-based Fuzz——mutiny fuzz

① Filter UMAS traffic that does not require 
sessionkey

② Reverse undocumented function code packets of 
UMAS that does not require sessionkey, such as 
0x25/0x28/0x71, etc.

③ Create .fuzzer file with .pacp of as many function 
codes that does not require sessionkey

④ Import the .fuzzer file into the mutiny fuzz 
framework to perform fuzzing



UMAS Vul. examples



Modicon PAC Application Password

lOnce set, the application PWD is compiled 
and downloaded to PAC, further access to 
the PAC will require the password

l“Setting application password will solve 
this.” Such vulnerabilities were denied by 
Schneider in 2019.

How to bypass the application password mechanism?



How to bypass application password

① How the password is stored?

② How the password protection mechanism is executed?

③ Is there additional security measures after bypassing the 
password?

④ How to forge a client to bypass it and perform sensitive 
operations (upload、start、stop and so on)?



How the password is stored
Reverse UnityEncrypter.dll, the password hash algorithm is SHA-256

pwd random_key

pwd_hash=
SHA-256(random_key+pwd)

Base64(random_key)
Base64(pwd_hash)

pwd_salt_hash



Authorization algorithm analysis

pwd_salt_hash plc_random_key

SHA-256(plc_random_key+pwd_hash+client_random_key)

client_random_key

Hash（ Client send to PLC）



Leaked password hash in traffic
Password hash leakage vulnerability

Response

pwd_salt_hash

Obtain pwd_salt_hash via UMAS command 
MemoryBlockRead （0x20）

Request



UMAS security function code 0x38 

After setting application password, the 0x38 function codes emerges in the traffic

What is the additional security measure 
after bypassing the password?



0x38 integrity check
Integrity-check algorithm analysis 

“0e 0b 01 02” is plc identity

plc_identity plc_random_key

SHA-256( (SHA-256(plc_identiy+client_random_key)
umas_msg+ SHA-256(plc_identiy+plc_random_key))

client_random_key

32 Bytes Integrity Digest

umas_msg

Sec_key



0x38 message format
0X5A Session key 0x38 Sec_key0x01 0x5A Session key

32 Bytes

Function code data



Summary the Authentication Bypass 

• Obtain pwd_salt_hash via UMAS command 
MemoryBlockRead 0x20

• Generate 32 bytes client random key，and then Receive 
Challenge key from PLC , calculate the correct value

• Take PLC reservation via UMAS command 0x10

• After bypassing the application password, client and PLC 
will communicate to perform the integrity check using 0x38 
function code

Client

0x20  request pwd_salt_hash

pwd_salt_hash

0x6e client_random_key

plc_random_key

0x10 take plc reservation

PLC

authentication result

0x38 sec_request

0x38 sec_response

………………



Replay attack bypassing authorization

lUse a python script to 
accomplish Authentication 
algorithm and Integrity-
check algorithm

lConstruct the packet 
message according to 
authorization steps

lEncapsulate packet with 
key operations （start & 
stop）



Ransomware attack targeting level 1
The target is a server or a PC, usually running application software.

Is there a ransomware for level 1 embedded controllers???



Ransomware attack for M580
Internet

Intranet

1.Invade the OT network, search for M580 devices in the network, and
confirm the attack target;

2.Replace the applications of the M580, hinder the original production
process, and set the attacker's known password;

3.Inject shellcode to remotely control the controller of M580;
4.Synchronously send ransom email to enterprise managers; Demand

a ransom;
5.If not payed on time, remote start an M580 device damage

Instruction;



Bypass authorization to replace applications



0x29 function code RCE
Modicon PAC RCE Tips

We can read / write  physical memory of the PLC.
Rewrite function pointer to hijack the control flow.  



0x29 RCE attack demo

Open VxWorks
wdb debug port 
17185



How to protect 

Rules for protection:

ü Warning of 0x10 in UMAS (PLC Reservation)

ü Warning of 0x41 in UMAS (Stop controller)

ü Warning of 0x30 in UMAS (Begin Download)

ü …………



How to protect 

Management in ICS environment

ü Maintenance personnel for PLC controller should be

reviewed for qualification

ü Operations performed by maintenance personnel

should be audited

ü Strictly monitor connections between external IP and

controller

ü Configure the Access Control List

ü …………



How to protect 

Industrial manufacturers

üAdded Mutual authentication mechanism for private protocols

üUse strong encryption algorithms

üAvoid information disclosure

üPassword authentication should be performed in PLC

üSensitive information should be stored in a trust zone, where it is

reinforced

ü…………



Thank You


